Ing. Jifi Kula, Primyslova automatizace, ABB s.r.o0., 30. 11. 2016

Informachni propojeni aktivit a procesu
v automatizované vyrobe
Koncept Prumysl 4.0
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Hlavni myslenky prispevku

- Iniciativy, které spoleCcnost ABB verejne komunikuje

- Vlastnosti automatizaéni platformy ABB v ramci principu P4.0
- ABB technologie loT v automatizaci

- Reseni, které propojuje vé&ci, sluzby a lidi

- Kyberneticka bezpecCnost

- Cloud ready SW platforma pro BigData, analytiku v
automatizaci

- Prakticky priklad nasazeni reseni v konkrétnim projektu



Partnerstvi mezi ABB a Microsoftem

Microsoft Azure

Azure App Service

Empower your business with cloud services from Microsoft Azure

Cloud Backup

D

Cloud Bursting

O

Application Analytics
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Disaster Recovery
Long:

#8 Windows Azure

- Curych, Svycarsko, a Redmond,
Washington, USA, 4. fijna 2016

= Spolecnosti ABB a Microsoft Corp.
oznamily navazani strategického
partnerstvi a zahajily spolupraci na
podporu digitalni transformace
prumyslu

= Zakaznici budou moci vyuzivat
kombinaci cloudu Microsoft Azure

a znalosti v oboru a rozsahlé portfolio
prumyslovych feSeni ABB
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ABB Ability - propojeni digital.reSeni a sluzeb v celek
Digitalni transformace

N
\\ Open access, intelligent cloud
Plant ; g :
enterprise S New end-to-end digital solutions

s soh{tions "?0@
A TSR _7 > Closing the loop with connected
Utomation 7 devices
Systems 6/4

Devices and sensors .
X Digital ABB offering
\,/ across businesses: integrate, penetrate, replicate

- IB ABB obnasi vice nez 70 mil. propojenych zafizeni

= Vice jak 70 000 instalovanych fidicich systému
- Uprava a replikace feSeni pro Siroké spektrum sektord

= 12.9.2016 Spolec¢nost ABB byla zvolena do fidiciho vyboru
Konsorcia pro primyslovy internet (Industrial Internet Consortium,
lIC) - pfiblizné 250 &lenu z 30 statl, mezi zakladatelé patfi AT&T,
Cisco, GE, IBM, Intel
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Prumysl 4.0 - Interoperabilita
ABB technologie Aspect Object ™

= Integrace - ABB integracCni architektura s navigaci ,,one click® skrz ICT

- Platforma — DiS & Implementovano v 800xA Industrial IT & Decathlon

= Aspect Object ™ technologie — centralizace a integrace informace

Real Object Aspect Object Aspects

Control

Quality report

: / Operator graphics [——
Production report [~

Aspect Systems

—»

N

v

- Propojeni zalozené na objektove-orientovane platformé
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Control
Builder

Process
Graphics

Report
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Prumysl 4.0 — Modularita, rekonfigurabilita
ABB loT technologie

Functional M P—
Description | . . [P —— ' Control

| |

Control

/’7 shan oi Faceplates ‘
| . Cost of Graphics
= == operation

Quality -——-l - R Producr;on
,epon . %51 153 repod
',". :,l'”" !

- Aspekt objekty poskytuiji:

- faceplaty, grafické symboly

- Prakticka ukazka technologie ABB loT - alarm management

- PFistup k datum pomoci ,one click - trendy, historizace, instrukce

= Infrastruktura pro propojeni vSech urovni,

= vykresovou dokum., obrazk
aplikaci, uzivateld, lokalit, v RT y y
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Prumysl 4.0 — decentralizace, RT, virtualizace
Propojeni internetu veci, sluzeb a lidi v automatizaci

- Uroven 1 Fyzické pfedméty
- Uroven 2 Data

- Uroveni 3 Systém sluzeb

Primary ESX Server Secondary ESX Server
z
3 = vo
e < 1 il ¢ | B
BE : E
3 3 R C} :
’ - 2 N g
Aspect  History Aspect  History & Variable
z Speed Drive
l § LV Switchgear
Connectivity Connectivity
Process Process
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Vse pod komplexnim zabezpecCenim
Modularni pristup k bezpecnosti dat a pristupu

Vyrobky Sluzby

o rw I 4 .
ROZS I rven a Digital Signature Z?;](?r?i?(r)r:ienm
bezpecnost 2
Policies & Guidelines
Advanced Access Control Industrial Defender Consultancy
Automation

o Systems Manager™
800xA Whitelisting

Zékladni Cy,\lzs:]s;f#;ty Automation Sentinel
bezpecnost 800XA Audit Trail

Service Antivirus updates
(ServicePort)

Windows Security
updates

Training
(e.g. E163)

My Control System
(Field communication - e.g. security bulletins &
security reports)

Cyber Security
Fingerprint

PC, Network and Software Monitoring

AN A System Hardening & System
VQStaY'ena Configuration
bezpecnost

(Robustness testing, roles based access contraol,
IPSec, back-up & restore, host firewall for severs
& workstations, and storm protection for
controllers & communication modules, etc.)
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€ INDUSTRINL DEFENDER"

S\
nexXus
25 Windows’

'Y McAfee

An Intel Company

b

symantec.
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Prumysl 4.0 — BigData, analytika, optimalizace, cloud
Decathlon SW - platforma pro SW sluzby

- Primyslovy Big Data analyticky SW

- Podnikovy datovy informacni systéem Report and View for
% & T

Level 4 b
Enterprise .
— \ ) e y ¢ i
B2MML v % / l.] =
OPC UA/DA/HDA Decgthlon pewot. @ "\
ODBC Services [ il
e ashboard Trends  Excel ——
Accessor interfaces Sl e A .
g
l
Level 3
Per site ‘
Level 2 g g
Per area "
Data Collector Node Data Collector Node
| |
= | - L B W B
= =l e 1 EP ol P ABB System 800xA
o o - =% W= 2 -_.:l J ABB Freelance
i i o s fe= (S@-ltgpn T & | ABB Compact Products
;__‘ .;__Zj v o= % % ABB Heritage system
E‘: === = -_y B— L2awh grw = = 3:rd party control system
] = S — [ — —

- Data -> Informace -> KPI
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Prumysl 4.0 — priklad
Integrovana dalkova aplikace propojeni chytreho zavodu

- Toromocho — médény dul v Peru

Reseni zahrnuije:

- kompletni elektrifikaci dolu v€etné
23KV GIS rozvodny

= procesni fidici systéem 800xA, ktery
fidi @ monitoruje vSechny Casti dolu

- nejvétsi, nejsilngjSi bezprevodovy
A6 0)() e doe seates pohon mlynu na svété (3 ks pohonu)

higher than the Matterhorn

= vSe vyvinuto pro provoz v bez-
precedentni vysce 4600 metru nad

s 4600
Chinalco’s m O‘r:e m
Toromocho Mine

Matterhorn
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Prumysl 4.0 — priklad
Aplikovani konceptu loTSP - jeden z nejvySSich dolu na
svete

P - - Toromocho — médény dul v Peru

— Redeni postavené na technologiich
“i—‘ == 14.0 :

Mitie Location - Electrical integration

Intelligence™

Real-time positioning, information on
vehicles,

equipment, personnel = RDS

= SmartMainenance

Mine Localization Intelligence™

SmartVentilation

DigitDocumentation
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